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S| — Information Resiliency Office

The Information Resiliency Office is responsible for proactively anticipating, preparing, and
adapting to changing global information environment conditions in order to better defend the
Agency, its people and its partners in the face of foreign malign influence activities.

* Protect the Agency, its programs, people, and infrastructure from the threat of FMI
 Emphasize positive, transparent, and factual messaging as central to all DTRA missions

« Develop and guide strategies for Agency personnel to execute the Agency’s missions in an
increasingly complex and hostile foreign information environment

« Maximize the positive impact of US security assistance programs in collaborative and
cooperative ways

« Conduct internal training initiatives to help our workforce and our foreign partners identify
foreign malign influence
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Present and Future Requirements

 Utilization of technology
* Integrate information environment characterization processes
« Ensure Agency personnel have situational awareness about the info ecosystem
« Enhance messaging streams and content reach

 Innovation of novel approaches to preempt adversary attempts to undermine
DTRA's reputation and international environments

« Develop creative messaging pathways to enhance DTRA's messaging efforts
« Promulgate positive sentiment about DTRA in the information environment

* Network building with relevant stakeholders in regions especially vulnerable to
WMD-related FMI

« Scientific and academic communities
» Public health professional connectivity

* Execute external training on FMI threats and mitigation measures to partner
country stakeholders




