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Information Integration and
Technology Services Directorate (IT)
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IT Mission

Project the Agency’s knowledge and capabilities in order to counter 
the threat of Weapons of Mass Destruction (WMD) and Improvised 
Explosive Devices
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IT Departments

Cybersecurity Department: Secure and compliant IT systems (Protect, 
Defend and Monitor)

Knowledge Management and Plans Department: Data Science, 
Analytics, Business Intelligence, Strategy, Records Management

Mission IT Infrastructure and Services Department: Support 
Agency mission through innovative IT solutions

Information Resources Department:  Agency Compliance, Reporting 
and Resource Management

Office IT Department: Enterprise IT support to Agency operations
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IT Objectives

• Evolve information technology in support of CWMD mission
• Enhance knowledge sharing and communications across the 

CWMD domain and interagency partners
• Enable robust communications and computing capabilities
• Establish governance to effectively track and utilize our 

information resources

Transform how the Agency receives, transmits and utilizes 
information to accomplish its CWMD mission
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IT Program Objectives
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IT Current Requirements

• Multiple Award Indefinite Delivery Indefinite Quantity (IDIQ) for IT 
Service Design
• IT Service Design: design and develop systems, software, security, and/or cloud solutions 

including rigorous systems testing as necessary to meet DTRA mission requirements
• Program Acquisition Support

• Conduct market research and assist in preparing acquisition documents
• Microsoft Professional Support

• Microsoft professional support services to fulfill and maintain DTRA’s needs and 
initiatives implementing software products, services and technologies throughout the 
enterprise

• Business Dashboard
• Design, development, test and production support for DTRA Business Intelligence 

Dashboards
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IT Future Requirements

• All Things IT fit into our requirements.
• Services-Centric that perform as Strategic Partners – not 

competitors
• 2 IDIQ’s are in-place for a wide range of support to the Agency

• Single Award IDIQ to TEKSYNAP (2018)

• Multi-Award IDIQ for Solution Development (2019)

• Consolidation/Integration of current contracts to achieve greater 
efficiency is under consideration
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IT Current Contract Activities

• Note – Many future contracts may be impacted by DoD reform 
initiatives such as the current 4th Estate Network Optimization

Description Annual Cost (estimated)
Hardware/Software (Various vendors) $17,000,000 

Description Performer Contract # End Date
Cloud Management Services Booz Allen Hamilton HDTRA1-18-F-0081 8/5/2022
IT Services Provisioning and Operations TekSynap HDTRA1-18-D-0011 8/19/2023
Cyber Security Support Services TekSynap HDTRA1-18-D-0011 8/19/2023
Test, Transition & Integration Support Services TekSynap HDTRA1-18-D-0011 8/19/2023
IT Solution Engineering and Test Support Leidos Innocations Corporation HDTRA1-19-D-0004 2/21/2024
Knowledge Management Solutions and Support Booz Allen Hamilton Inc. HDTRA1-19-D-0002 2/24/2024

Primary Services
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IT Points of Contact

• John Sheffer (Program Manager)
• John.m.Sheffer.civ@mail.mil
• 571-616-0997

• Eric Rode (Contracting Officer)
• eric.m.rode.civ@mail.mil
• 571-616-6145

mailto:John.m.Sheffer.civ@mail.mil
mailto:eric.m.rode.civ@mail.mil
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